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Abstract

We propose a new method for evaluating the security of block ciphers against di�er-
ential cryptanalysis and propose new structures for block ciphers. To this end, we de�ne
the word-wise Markov (Feistel) cipher and random output-di�erential (Feistel) cipher and
clarify the relations among the di�erential, the truncated di�erential and the impossible
di�erential cryptanalyses of the random output-di�erential (Feistel) cipher. This random
output-di�erential (Feistel) cipher model uses a not too strong assumption because denying
this approximation model is equivalent to denying truncated di�erential cryptanalysis. U-
tilizing these relations, we evaluate the truncated di�erential probability and the maximum
average of di�erential probability of the word-wise Markov (Feistel) ciphers like Rijndael,
E2 and the modi�ed version of block cipher E2. This evaluation indicates that all three are
provably secure against di�erential cryptanalysis, and that Rijndael and a modi�ed version
of block cipher E2 have stronger security than E2.

keywords. truncated di�erential cryptanalysis, truncated di�erential probability, max-
imum average of di�erential probability, generalized E2-like transformation, SPN-structure,
word-wise Markov cipher, random output-di�erential cipher

1 Introduction

As a measure of the security of block ciphers, the maximum average of di�erential probability
was de�ned by Nyberg and Knudsen [15] by generalizing provable security against di�erential
cryptanalysis as introduced by Biham and Shamir [2]. Based on this idea, many new block
ciphers have been proposed, e.g. the block cipher MISTY was proposed by M. Matsui [10].
It was designed on the basis of the theory of provable security against di�erential and linear
cryptanalysis.

The block cipher E2 was proposed in [6] as an AES candidate. This cipher uses Feistel
structures as a global structure like DES, and uses the SPN (Substitution and Permutation
Network)-structure in its S-boxes. [6] said this cipher can be 'proved' to o�er immunity
against di�erential cryptanalysis by counting the maximum number of active S-boxes. How-
ever, Sugita proposed a method for evaluating the maximux average of di�erential probability
of SPN-structures, and then evaluated the SPN-structure of E2[16, 17]. Using the similar
method, Matsui stated that 8-rounds E2 can be defeated by truncated di�erential cryptanal-
ysis [19, 14], which implies that just counting the maximum number of active S-boxes is not
su�cient for proving the security of block ciphers.
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The block cipher Rijndael was also proposed as an AES candidate [3]. This cipher uses
the SPN (Substitution and Permutation Network)-structure as its basic structure. The basis
for proving its security against di�erential cryptanalysis involves a similar evaluation method
as used for E2. Therefore more accurate proof is necessary.

In this paper, we introduce the word-wise Markov (Feistel) cipher and random output-
di�erential (Feistel) cipher as a approximation model for the accurate de�nition of truncated
di�erential probability, and clarify the relationships among di�erential, truncated di�erential
and impossible di�erential cryptanalyses, and propose a new method for evaluating the
security of block ciphers against di�erential, truncated di�erential and impossible di�erential
cryptanalysis under this model, and propose new structures for block ciphers that are secure
against these cryptanalyses. This random output-di�erential (Feistel) cipher model does not
use too strong an assumption because denying this model is equivalent to denying truncated
di�erential cryptanalysis.

This report is organized as follows.
Section 2 de�nes the structures of word-oriented block ciphers like SPN-Structures, PSN-

structures and the E2(0)-like transformation.
Section 3 de�nes the di�erential probability, and de�nes the word-wise Markov (Feistel)

cipher, random output-di�erential (Feistel) cipher, and using these de�nitions, de�nes the
truncated di�erential probability.

Section 4 clari�es the relations between the truncated di�erential probability and the
di�erential probability of the random output-di�erential (Feistel) cipher. It then describes
a procedure for calculating the truncated di�erential probability and (maximum average of)
the di�erential probability of typical random output-di�erential ciphers like SPN-structures
including Rijndael and E2(0)-like transformations. It proves that both Rijndael and the
modi�ed E2-like transformation are provably secure against di�erential, truncated di�erential
and impossible di�erential cryptanalysis if they can be approximated as random output-
di�erential (Feistel) ciphers.

Section 5 concludes this paper.

2 Structures of Word-oriented Block Ciphers

2.1 Word-oriented Block Ciphers

A word-oriented block cipher is a block cipher whose input and output data is a set of input
words of �xed size, and whose operations consist only of word-wise operations of �xed size.
In the usual case, the word size is 8, i.e. byte size. Example of these ciphers include Rijndael,
E2, etc.

2.2 Feistel Structures

Associate with a function f : GF (2)n ! GF (2)n, a function �2n;f (L;R) = (R� f(L); L) for
all L;R 2 GF (2)n. �2n;f is called the Feistel transformation associated with f . Furthermore,
for functions f1; f2; � � � ; fs : GF (2)

n ! GF (2)n, de�ne  n(f1; f2; � � � ; fs) = �2n;fs�� � ���2n;f2�
�2n;f1 . We call D(f1; f2; � � � ; fs) =  n(f1; f2; � � � ; fs) as the s-round Feistel structure. At this
time, we call the functions f1; f2; � � � ; fs as S-boxes of the Feistel structure D(f1; f2; � � � ; fs).

2.3 SPN-Structures and PSN-Structures

[11] de�nes SPN-Structures. First we de�ne the 3-layer SPN-structure.
This structure consists of two kinds of layers, i.e. nonlinear layer and bijective linear

layer. Each layer has di�erent features as follows.
Nonlinear layer: This layer is composed of m parallel n-bit bijective nonlinear trans-

formations.
Linear layer: This layer is composed of linear transformations over the �eld GF (2n)

(especially in the case of E2, bit-wise XOR), where inputs are transformed linearly to outputs
per word (n-bits).



Next for s 2 N we de�ne the s-layer SPN-structure, which consists of s layers. First is a
nonlinear layer, second is a linear layer, third is a nonlinear layer, � � � .

Similarly, for s 2 N we de�ne the s-layer PSN-structure. This layer consists of s layers.
First is a linear layer, second is a nonlinear layer, third is a linear layer, � � �.

The SPN-structure is the basic structure of Rijndael, a candidate for AES. We will analyze
the security of Rijndael afterwards.

2.4 E2(0)-like Transformations

[6] proposed the block cipher E2. This cipher has Feistel structures and its S-boxes are
composed of 3-layers SPN structures. We generalize this structure, and de�ne E2-like trans-
formations as Feistel structure with S-boxes composed of s-layers (in the case of E2, 3-layers)
SPN-structures.

Similarly, we de�ne E20-like transformations as Feistel structures with S-boxes composed
of s-layer PSN-structures.

3 Di�erential Probability, Truncated Di�erential Prob-

ability, Word-wise Markov (Feistel) Cipher and Random
Output-Di�erential (Feistel) Cipher

This section de�nes the (maximum average of) di�erential probability, truncated di�eren-
tial probability, word-wise (Feistel) Markov cipher and random output-di�erential (Feistel)
cipher.

3.1 Di�erential Probability of Block Ciphers

We de�ne the di�erential of block ciphers. We consider the encryption of a pair of distinct
plaintexts by an r-round iterated cipher. Here the round function Y = f(X;Z) is such that,
for every round sub-key Z, f( � ; Z) establishes a one-to-one correspondence between the
round input X and the round output Y . Let the \di�erence" �X between two plain-texts
(or two cipher texts) X and X� be de�ned as

�X = X �X�:

From the pair of encryption results, one obtains the sequence of di�erences �X(0);�X(1);
� � � ;�X(r) where X(0) = X and X(0)� = X� denote the plaintext pair (such that �X(0) =
�X) and where X(i) and X�(i) for (0 < i < r) are the outputs of the i-th round, which are
also the inputs to the (i+ 1)-th round. The sub-key for the i-th round is denoted as Z(i).

Next we de�ne the i-th round di�erential and maximum average of di�erential probabil-
ities.

De�nition 1 [7] An i-round di�erential is the couple (�; �), where � is the di�erential of a
pair of distinct plaintexts X and X� and � is a possible di�erence for the resulting i-th round
outputs X(i) and X�(i). The probability of an i-round di�erential (�; �) is the conditional
probability that � is the di�erence, �X(i), of the cipher text pair after i rounds given that
the plaintext pair (X;X�) has di�erence �X = � when the plaintext X and the sub-keys
Z(1); � � � ; Z(i) are independent and uniformly random. We denote this di�erential probability
by P (�X(i) = �j�X = �).

The probability of an s-round di�erential is known to satisfy the following property.

Lemma 1 [7] For the Markov cipher, the probability of an s-round di�erential equals

P (�X(s) = �(s)j�X(0) = �(0)) =

X
�(1)

X
�(2)

� � �
X

�(s�1)

sY
i=1

P (�X(i) = �(i)j�X(i� 1) = �(i� 1)):



We de�ne the maximum average of di�erential probability as follows. This value is known to
be the best measure with which to con�rm that block ciphers are secure against di�erential
cryptanalysis.

De�nition 2 [15] We de�ne the maximum average of di�erential probability ADP
(s)
max by

ADP(s)
max = max�6=0;�P (�X(s) = �j�X = �):

3.2 Word-wise Markov (Feistel) Cipher

[5] uses the truncated di�erential for the cryptanalysis of word-oriented block ciphers. How-
ever, the accurate de�nition of truncated di�erential probability is not o�ered because this
cryptanalysis is essentially based on approximation. In this subsection, in order to legitimate
this notion, we rede�ne the truncated di�erential probability of word-oriented block ciphers.

We consider the encryption of a pair of distinct plaintexts by an r-round iterated ci-
pher. Here the round function Y = f(X;Z) is such that, for every round sub-key Z =
(Z1; Z2; � � � ; Zm0) 2 GF (2n)m

0

, f( � ; Z) establishes a one-to-one correspondence between the
round inputX = (X1;X2; � � � ; Xm) 2 GF (2

n)m and the round output Y = (Y1; Y2; � � � ; Ym) 2
GF (2n)m.

We de�ne a characteristic function � : GF (2n)m ! GF (2)m; (x1; � � � ; xm) 7�! (y1; � � � ; ym)
by

yi =

�
0 if xi = 0
1 otherwise;

Hereafter, we call �(x) as a characteristic of x 2 GF (2n)m.
For the de�nition of the truncated di�erential probability, we de�ne the word-wise Markov

cipher as a real block-cipher model, in the same way as the Markov cipher was in [7]

De�nition 3 A word-oriented cipher with round function Y = f(X;Z)(X = (X1; X2; � � � ; Xm) 2
GF (2n)m; Y = (Y1; Y2; � � � ; Ym) 2 GF (2n)m; Z = (Z1; Z2; � � � ; Zm0) 2 GF (2n)m

0

), is a
word-wise Markov cipher if for all choices of � = (�1; �2; � � � ; �m) 2 GF (2n)m(� 6= 0),
� = (�1; �2; � � � ; �m) 2 GF (2

n)m(� 6= 0) and p 2 f1; 2; � � � ;m0g,

P (�Yp = �pj�X = �;X = )

is independent of , and P (�Yp = �pj�Yp 6= 0;�X = �;X = ) (p = 1; 2; � � � ;m) are jointly
statistically independent when the sub-key Z is uniformly random, or, equivalently, if

P (�Yp = �pj�X = �;X = ) = P (�Yp = �pj�X = �)

for all choices of  and P (�Yp = �pj�Yp 6= 0;�X = �) (p = 1; 2; � � � ;m) are jointly statisti-
cally independent when the sub-key Z is uniformly random, where�X = (�X1;�X2; � � � ;�Xm),
�Y = (�Y1;�Y2; � � � ;�Ym) are the di�erential of X, Y , respectively.

Example. the PSN-structure is a word-wise Markov cipher, if every bijective nonlinear
function in a nonlinear layer consists of a concatenation of XOR and substitution (like DES
does). Therefore, block cipher Rijndael and the S-boxes of block cipher E2 are also word-wise
Markov ciphers with the same kind of nonlinear functions.

We expand this de�nition to the Feistel cipher.

De�nition 4 We de�ne a word-wise Markov Feistel cipher as a Feistel cipher whose S-boxes
are word-wise Markov ciphers.

Example. E20-like transformation is a word-wise Markov Feistel cipher because the PSN-
structure is a word-wise Markov cipher if every nonlinear function in a nonlinear layer consists
of the concatenation of XOR of the key and substitution (like DES does).



3.3 Random Output-Di�erential (Feistel) Cipher

As preparation for de�ning the random output-di�erential cipher, we de�ne the random
output-di�erential transformation.

De�nition 5 A word-oriented transformation Y = g(X;Z) (X = (X1; X2; � � � ; Xm) 2
GF (2n)m; Y = (Y1; Y2; � � � ; Ym) 2 GF (2n)m; Z = (Z1; Z2; � � � ; Zm0) 2 GF (2n)m

0

), is a
random output-di�erential transformation, if for any input-di�erential value �, the following
relation is satis�ed,

P (�Y = �j�X = �) = ph(�(�))P (�(�Y ) = �(�)j�X = �);

when keys are randomly selected, where h is the function that indicates the Hamming weight of
the input value, p = 1=(2n�1), and �X = (�X1;�X2; � � � ;�Xm), �Y = (�Y1;�Y2; � � � ;�Ym)
are the di�erential of X, Y , respectively.

Using this de�nition, we de�ne the random output-di�erential cipher for word-oriented
block cipher as approximation model of word-wise Markov cipher.

De�nition 6 A word oriented cipher with round functions X(i + 1) = f(X(i); Z(i))(i =
0; 1; � � � ; r�1); where Z(i)(i = 0; 1; � � �) are sub-keys, is a random output-di�erential cipher if
for any random output-di�erential transformation X(0) = g(X;Z(0)), the composite trans-
formation X(1) = f(g(X;Z(0)); Z(1)) is also a random output-di�erential transformation.

At this time, we call a round function which composes a random output-di�erential cipher
by concatenating, as random output-di�erential round function.

We expand this de�nition to the Feistel cipher.

De�nition 7 A Feistel cipher with S-boxes Y = f(X;Z(i)) (i = 0; 1; � � �), where Z(i)(i =
0; 1; � � �) are sub-keys and i-th round output is X(i) = (X(i)L; X(i)R), is a random output-
di�erential Feistel cipher, if its S-boxes are random output-di�erential ciphers and the round
function of the Feistel cipher

(X(i+ 1)L; X(i+ 1)R) = (X(i)R; X(i)L � f(X(i)R; Z
(i)))

is a random output-di�erential round function.

Matsui stated in his presentation of [14] that 8-round E2 can be cryptanalyzed by truncat-
ed di�erential cryptanalysis only assuming randomness of keys. However, this is not accurate,
because he tacitly assumes this random output-di�erential cipher as an approximation model
of E2 in his explanation.

However, this approximation may be e�ective for word-wise Markov (Feistel) cipher like
E2, E20-like transformation and Rijndael. In fact, in the case of E20-like transformation
with 2-layer PSN-structures, which is also a word-wise Markov Feistel cipher for exam-
ple, let the �X 2 GF (2n)2m be a input di�erential of this cipher, if the input-di�erential
of S-box �W = (�W1;�W2; � � � ;�Wm) 2 GF (2n)m(�(�W ) = 0 2 GF (2)m) is ran-
domly distributed with the probability P (�W = j�(�W ) = 0;�X = �) = ph(

0) for
all  = (1; 2; � � � ; m) (where �() = 0), then the output-di�erential of S-box �U =
(�U1;�U2; � � � ;�Um) 2 GF (2n)m (�(�U) = �0 2 GF (2)m) is supposed to be approxi-
mately random, i.e. approximately P (�U = �j�(�U) = �0;�X = �) = ph(�

0), where
� = (�1; �2; � � � ; �m); �(�) = �0 because, for the input-di�erential of nonlinear layer �W =
(�W1;�W2; � � � ;�Wm) 2 GF (2n)m, each P (�Wp = pj�(�W ) = 0;�X = �) = p =
1=(2n � 1) implies P (�Up = �pj�(�U) = �0;�X = �) = p = 1=(2n � 1) and each
P (�Up = �pj�Wp = p 6= 0;�X = �) ( = (1; 2; � � � ; m); �() = 0) are jointly sta-
tistically independent from the de�nition of word-wise Markov cipher.

So we use this random output-di�erential cipher as an e�ective approximation model in
the following discussion.

Note. Matsui assumed the randomness of input-di�erential of nonlinear layers �W =
(�W1; � � � ;�Wm), i.e.

P (�W = j�(�W ) = 0;�X = �) = ph(
0)P (�(�W ) = 0j�X = �)



instead of the randomness of output-di�erential of nonlinear layers �U = (�U1; � � � ;�Um),
i.e.

P (�U = �j�(�U) = �0;�X = �) = ph(�
0)P (�(�U) = �0j�X = �)

in his presentation of [14]. The randomness of �W is a stronger assumption than the ran-
domness of �U , because, in the case of E20-like transformation with 2-layer PSN-structures
for example, the randomness of �W also implies the randomness of �U . Furthermore, the
randomness of �W may be too strong or even nonsense, because the randomness of input-
di�erentials of linear layer �W = (�W1; � � � ;�Wm) do not always yield the randomness of
input-di�erentials of nonlinear layer �U = (�U1; � � � ;�Um) : Two input-di�erential words
of nonlinear layers �Wp1 , �Wp2 (p1 6= p2) may be both random, i.e.

P (�Wp1 = p1 j�X = �) = P (�Wp2 = p2 j�X = �) = p = 1=(2n � 1)

but coincide, i.e. constantly �Wp1 = �Wp2 .
Therefore, we interpret Matsui's tacit assumption in his explanation as a random output-

di�erential (Feistel) cipher.

3.4 Truncated Di�erential Probability

Using these de�nitions, we can accurately de�ne the truncated di�erential probability. In
this de�nition, as a cipher model, we consider a cipher with a random output-di�erential
initial transformation X(0) = g(X;Z(0)), and a random output-di�erential round function
X(i+ 1) = f(X(i); Z(i))(i = 0; 1; � � � ; r � 1) where Z(i)(i = 0; 1; � � �) are sub-keys.

De�nition 8 Let X(0) = g(X;Z(0)) be an arbitrary random output-di�erential initial trans-
formation and X(i + 1) = f(X(i); Z(i)) be a round function such that X(r) = (f � � � � � f �
g)(X;Z(0); Z(1); � � � ; Z(r)) is also a random output-di�erential cipher for all r. An i-round
truncated di�erential of i-round iterated cipher X(r) = (f � � � � � f)(X(0); Z(1); � � � ; Z(r))
is the couple (�0; �0), where � is the di�erential of a pair of distinct values X(0) and
X�(0), �0 = �(�) is the characteristic of �; � is a possible di�erence for the resulting i-
th round outputs X(i) and X�(i); �0 = �(�) is the characteristic of �. The probability of
i-round truncated di�erential (�0; �0) is the conditional probability that �0 is the character-
istic of di�erence �X(i) of the cipher text pair after i rounds given that the characteristic
of pair (X(0); X(0)�) has di�erence �(�X) = �0 when the plaintext X and the sub-keys
Z(0); � � � ; Z(i) are independent and uniformly random. We denote this truncated di�erential
probability by P 0

i (�
0(i); �0(0)) = P (�(�X(i)) = �0(i)j�(�X(0)) = �0(0);�X = �).

This de�nition is well de�ned if we assume the random output-di�erential (Feistel) cipher.
Without the assumption, this is not well-de�ned, because two input-di�erential values with
same characteristic value do not always yield the same truncated di�erential probabilities.
We assume this model as an e�ective approximation model of a word-wise Markov cipher.

4 Truncated Di�erential Probability and Di�erential
Probability of Random Output-Di�erential (Feistel) Ci-

phers

4.1 Truncated Di�erential Probability of PSN-structures and Dif-
ferential Probability of SPN-structures

In this subsection, we evaluate the truncated di�erential probability of the 2s layer PSN-
structure and (the maximum average of) the di�erential probability of the (2s + 1) layer
SPN-structure, where we assume all random functions are bijective. In this calculation, we
�rst calculate the truncated di�erential probability of the 2s layer PSN-structure, and, using
this probability, we calculate (the maximum average of) the di�erential probability of the
(2s+ 1) layer SPN-structure.



We assume the �rst nonlinear layer is a random output-di�erential (initial) transforma-
tion, and the round functions, which are composed of a linear layer and a nonlinear layer, i.e.
2-layer PSN-structures, is a random output-di�erential round function. We denote �X as
the input-di�erential of the �rst nonlinear layer, �X(0) as the output-di�erential of the �rst
nonlinear layer, �X(1) as the output-di�erential of the second nonlinear layer, � � � ; �X(s)
as the output-di�erential of (s + 1)-th nonlinear layer, �Y (0) as the input-di�erential of
the �rst nonlinear layer, �Y (1) as the input-di�erential of the second nonlinear layer, � � � ;
�Y (s) as the input-di�erential of the (s+ 1)-th nonlinear layer.

We denote the di�erential probability of (2s+ 1)-layer SPN-structures as

Pi(�(i); �) = P (�X(i) = �(i)j�X = �):

We denote the truncated di�erential probability of 2s-layer PSN-structures as

P 0
i (�

0(i); �0(0)) = P (�(�X(i)) = �0(i)j�(�X(0)) = �0(0);�X = �):

The relation between di�erential probability and truncated di�erential probability can
be represented as follows, where �0(i) = �(�(i)) for all i = 0; 1; � � � ; s,

Pi(�(i); �) =X
�0(0)

P (�X(i) = �(i))j�(�X(i)) = �0(i);�X = �)

� P 0
i (�

0(i); �0(0)) � P (�(�X(0) = �0(0))j�X = �):

In this case, if we assume the initial transformation is a random output-di�erential trans-
formation and

P (�(�X(0)) = �0(0)j�X = �) =

�
1 if �0(0) = �(�)
0 otherwise;

as a natural approximation model of the �rst nonlinear layer, we can prove

Pi(�(i); �) = ph(�
0(i))P 0

i (�
0(i); �0);

because
P (�X(i) = �(i)j�(�X(i)) = �0(i);�X = �) = ph(�

0(i));

from the assumption of random output-di�erential cipher, where p = 1=(2n� 1) and h is the
function that indicates the Hamming weight of the input value.

This relation clearly indicates the relationship between the di�erential probability and
the truncated di�erential probability. From this relation we can easily calculate the di�er-
ential probability from the truncated di�erential probability in the case of random output-
di�erential cipher. This relation also implies that the possibility of truncated di�erential
cryptanalysis is equivalent to the possibility of di�erential cryptanalysis, because the ratio
of obtained probability to average probability do not change.

4.2 Procedure for Calculating Di�erential and Truncated Di�eren-
tial Probability of the SPN-structure

The procedure for calculating truncated di�erential probability and the maximum average
of the di�erential probability in case of the SPN structure is as follows.

For this procedure, we de�ne function N(P; ; �) for m �m matrix P over GF (2n) and
; � 2 GF (2)m by

N(P; ; �) = #f(�X;�Y ) 2 (GF (2n)m)2 n f0gj

�Y = P�X;�(�X) = ; �(�Y ) = �g;



For this calculation we de�ne semi-order � in GF (2)m as follows.

a � b, (8i; (a(i) = 1) b(i) = 1)) ^ (a 6= b)

where we denote a(i) and b(i) as the i-th signi�cant bits of a and b, respectively.
For m�m matrix P over GF (2n) and ; � 2 GF (2)m, we de�ne

M(P; ; �) = #f(�X;�Y ) 2 (GF (2n)m)2 n f0gj

�Y = P�X;�(�X) � ; �(�Y ) � �g;

and N(P; ; �) can be calculated recursively, using the following relations.

N(P; ; �) = M(P; ; �)�
X

(0;�0)�(;�)

N(P; 0; �0)

In this case, we assume a random output-di�erential cipher. Under this assumption, we
can prove the following lemma.

Lemma 2

P 0
i (�

0(i); �0(0)) =X
�0(i�1)

N(P; �0(i); �0(i� 1))ph(�
0(i�1))P 0

i�1(�
0(i� 1); �0(0));

where p = 1=(2n � 1).

Proof. From the assumption of a random output-di�erential cipher,

P (�X(i� 1) = �(i� 1)j�(�X(0)) = � 0(0);�X = �)

= P (�X(i� 1) = �(i� 1)j�(�X(i� 1)) = �0(i� 1);�X = �)

� P (�(�X(i� 1)) = �0(i� 1)j�(�X(0)) = �0(0);�X = �)

= ph(�
0(i))P (�(�X(i� 1)) = �0(i� 1)j�(�X(0)) = �0(0);�X = �)

= ph(�
0(i�1))P 0

i�1(�
0(i� 1); �0(0));

where �0(i� 1) = �(�(i� 1)).
From the de�nition of N,

N(P; �0(i); �0(i� 1)) = #f(�X(i);�X(i� 1)) 2 (GF (2n)m n f0g)2j

�X(i) = P�X(i� 1); �(�X(i)) = �0(i); �(�X(i� 1)) = �0(i� 1)g;

.
Therefore,

P 0
i (�

0(i); �0(0))

=
X

�0(i�1)

N(P; �0(i); �0(i� 1))P (�X(i� 1) = �(i� 1)j�(�X(0)) = �0(0))

=
X

�0(i�1)

N(P; �0(i); �0(i� 1))ph(�
0(i�1))P 0

i�1(�
0(i� 1); �0(0));

This lemma, yields the following procedure.

1) Computing the Number of All Di�erential Paths
For given P , calculate N(P; ; �) for every ; � 2 GF (2)m.

M(P; ; �) can be easily calculated by simple rank calculation as follows.



M(P; ; �)

= #f(�X;�Y ) 2 GF (2n)2m n f0gjP�X = �Y; F (�)�X = 0; F (��)�Y = 0g

= 2n�dimf(�X;�Y )2GF (2)2mnf0gjP�X=�Y;F (�)�X=0;F (��)�Y=0g � 1

= 2

n(2m�rank(

0
@ P E

F (�) O
O F (��)

1
A))

� 1;

where � and �� are the complements of  and �, respectively, E is an identity matrix, and
F (�), F (��), denote the diagonal matrices over GF (2n) whose (i; i) component equals
the i-th signi�cant bit of �, �� for i = 1; � � � ;m, respectiveley.

N(P; ; �) can be calculated recursively from the values of M(P; ; �), using the following
relation.

N(P; ; �) = M(P; ; �)�
X

(0;�0)�(;�)

N(P; 0; �0)

2) Initialization
For given �0 2 GF (2)m, calculate P 0

0(�
0(0); �0) for every �0(0) 2 GF (2)m, where

P 0
0(�

0(0); �0) =

�
1 if �0(0) = �0

0 otherwise;

3) Recursive Computation of Truncated Di�erential Probability
Utilizing the values of N(P; ; �), calculate P 0

i (�
0(i); �0) recursively for every �0(i) 2

GF (2)m.

P 0
i (�

0(i); �0) =X
�0(i�1)

N(P; �0(i); �0(i� 1))ph(�
0(i�1))P 0

i�1(�
0(i� 1); �0)

4) Calculation of (Maximum Average of) Di�erential Probability
Evaluate Pi(�(i); �) by

Pi(�(i); �) = ph(�
0(i))P 0

i (�
0(i); �0)

With this procedure we can compute the truncated di�erential probability of PSN-
structures and (the maximum average of) the di�erential probability of SPN-structures with
16 input words. Furthermore, applying this procedure to the each MixColumn transfor-
mations of Rijndael, allows us to compute the truncated di�erential probability and (the
maximum average of) the di�erential probability. From this computation, the maximum
average of the di�erential probability of 7-layer Rijndael including 4 nonlinear layers, i.e.
4-round Rijndael, is upper-bounded by 1:00 � p16 (= 1:065 � 2�128) and that of 9-layer Ri-
jndael including 5 nonlinear layers, i.e. 5-round Rijndael, is upper-bounded by 0:940 � p16

(= 1:0007 � 2�128) 1. To be secure against di�erential and truncated di�erential cryptanal-
ysis, 2 more layers (1 round) are necessary to avoid the exhaustive search of the the last 2
layers (1 round). This implies a total of 80 S-boxes is needed.

1[12] stated that 5-round di�erential with probability 1:06 � 2�128 was found, but this was typo. The correct
round is 4.



4.3 Truncated Di�erential Probability of E20-like Transformation

Using the values of the di�erential probability of the 2r-layer PSN-structures, we can cal-
culate the truncated di�erential probability of E20-like transformations recursively. In this
calculation, we assume the random output-di�erential Feistel cipher, hence the probabili-
ties for �(�x � �y) = 1 and �(�x � �y) = 0 for two random output-di�erential values
�x;�y;2 GF (2n) n f0g are (2n � 2)=(2n � 1) and 1=(2n � 1), respectively.

The procedure for calculating the truncated di�erential probability of the E20-like trans-
formation is as follows.

1) Computation of Truncated Di�erential Probability of Round Functions
Using the procedure for calculating truncated di�erential probability of 2r-layer PSN-
structure, calculate the truncated di�erential of round functions. Hereafter, we denote
the truncated di�erential probability of the i-th round function for the truncated dif-
ferential (� 0(i); �0(i� 1)) by Q0

r(�
0(i); � 0(i� 1)) = P (�(�X(i)) = � 0(i)j�(�X(i� 1)) =

� 0(i� 1)) for � 0(i); �0(i� 1) 2 GF (2)m

2) Initialization
Let �0(0) = (�L0(0);�R0(0)) 2 GF (2)2m. For given �0 2 GF (2)2m, calculate P 0

0(�
0(0); �0)

for every � 0(0) 2 GF (2)2m, where we assume

P 0
0(�

0(0); �0) =

�
1 if � 0(0) = �0

0 otherwise;

3) Recursive Computation of Truncated Di�erential Probability
Let � 0(i) = (�L0(i);�R0(i)) 2 GF (2)2m, �(i) = (�L(i);�R(i)) 2 GF (2)2m, where
�(�(i)) = � 0(i); �(�L(i)) = �L0(i); �(�R(i)) = �R0(i). Utilizing the values of trun-
cated di�erential probabilities of round functions, calculate P 0

i (�
0(i); �0) recursively for

every � 0(i) 2 GF (2)2m.

P 0
i (�

0(i); �0) =X
�0;

�(L(i� 1)� �) = �R0(i);
�(�) = �0

Q0
i(�

0;�R0(i� 1))P 0
i�1(�

0(i� 1); �0)

4) Calculation of (Maximum Average of) Di�erential Probability
Calculate Pi(�(i); �) by

Pi(�(i); �) = ph(�
0(i))P 0

i (�
0(i); �0);

where �(�) = �0.

4.4 (Maximum Average of) Di�erential and Truncated Di�erential
Probability of E20-like Transformation

In this subsection, we evaluate the maximum average of the di�erential probability of E20-like
transformations with proper initial transformations, where we assume the all linear layers
are same as that of E2.

First we consider E20-like transformations with 2-layer PSN-structures. In this case,
a nonlinear layer with 16 nonlinear functions, or 2-round E20-like transformations with 2-
layer PSN-structures can be adopted as the approximately random output-di�erential initial
transformation. 8-round E20-like transformation with 2-layer PSN-structures with proper
initial transformation has maximum average of di�erential probability of less than 0:940�p16

(= 1:0007 � 2�128). In this case, it is provably secure with 80 nonlinear functions. To o�er
security against di�erential cryptanalysis, 2 more rounds are necessary, which means it needs
a total of 96 nonlinear functions.



If we slightly change linear transformation of SPN-structures, it can be provably secure
with 72 nonlinear functions. To o�er security against di�erential cryptanalysis, 2 more
rounds are necessary, which means it needs a total of 88 nonlinear functions.

Next we consider E20-like transformations with 4-layer PSN-structures. In this case, a
nonlinear layer with 16 nonlinear functions or 2-round E20-like transformations with 2-layer
or 4-layer PSN-structures can be adopted as the proper initial transformation. A 5-round
E20-like transformation with 4-layer PSN-structures with proper initial transformation has
maximum average of di�erential probability lower than 0:940 � p16 (= 1:0007 � 2�128). In
this case, it is provably secure with 96 nonlinear functions. To be secure against di�erential
cryptanalysis, 1 more round is necessary, which means it needs a total of 112 nonlinear
functions to avoid the exhaustive search of the �nal round.

On the other hand, an 8-round E2-like transformation with 3-layer SPN-structures, has
maximum average of di�erential probability lower than 0:940 � p16 (= 1:0007 � 2�128). In
this case, it is provably secure with 128 S-boxes (in this case, approximately random output-
di�erential initial function is not necessary because of the �rst nonlinear layers of the �rst and
second S-boxes). To be secure against di�erential cryptanalysis, 1 more round is necessary,
considering the exhaustive search of the �nal round, which implies it needs a total of 144
S-boxes.

These results means that E20-like transformations with 2-layer PSN-structures is more
secure than 3 or 4 layer.

The block cipher MISTY with 16-input words and 3-rounds has maximum average of
di�erential probability equal to p16max, where pmax is the maximum average of di�erential
probability of nonlinear functions. In this case, it is provably secure with 81 S-boxes. To be
secure against di�erential cryptanalysis, 1 more round is necessary, which implies it needs a
total of 108 S-boxes.

4.5 Impossible Di�erential Cryptanalysis of Rijndael, E20-like Trans-
formation

Impossible di�erential cryptanalysis is a cryptanalysis against block ciphers which utilizes
the pair of input and output-di�erentials whose di�erential probability equals 0 [1].

In the previous procedure, we proposed the procedure which calculates the truncated
di�erential probability of random output-di�erential (Feistel) ciphers. It follows that from
the relations between truncated di�erential probability and di�erential probability we can
also calculate the di�erential probability.

From the values of the di�erential probability, our procedure can calculate the resistance
against impossible di�erential cryptanalysis, by counting the number of di�erentials whose
probabilities equal 0. In the case of E20-like transformations with 2-layer PSN-structures, it
can be proved that 9-rounds o�er security against impossible di�erential cryptanalysis while
8-rounds do not. In the case of E2-like transformations with 3-layer SPN-structures, 8-rounds
o�er security against impossible di�erential cryptanalysis and 7-rounds do not. Comparing
the numbers of nonlinear functions, E20-like transformations with 2-layer PSN-structures is
superior to E2-like transformations with 3-layer SPN-structures, i.e. the basic structure of
block cipher E2.

In the case of Rijndael, it can be proved that 7-layers (including 4 nonlinear layers) o�ers
security against impossible di�erential cryptanalysis while 5-layers (including 3 nonlinear
layers) do not. Comparing the numbers of nonlinear functions, basic structure of Rijndael has
a little higher level of security against impossible cryptanalysis than E20-like transformation
with 2-layer PSN-structures. However, considering the amount of linear layer operations,
E20-like transformations with 2-layer PSN-structures may be superior to the basic structure
of Rijndael, because the linear layer of E20-like transformations consists of only \xor" whereas
that of Rijndael consists of heavier linear transformation over Galois �eld GF(28).



5 Conclusion

This paper examined the truncated di�erential probability and the di�erential probability
of the word-oriented Markov ciphers and random output-di�erential (Feistel) ciphers like
Rijndael and (modi�ed) E2 and clari�ed the relations among the di�erential, truncated
di�erential and the impossible di�erential cryptanalysis of the random output-di�erential
(Feistel) cipher. This random output-di�erential (Feistel) cipher uses a weaker assumption
than the assumption that all S-box di�erentials are equally likely. This is not a strong
assumption because denying this model is equivalent to denying the truncated di�erential
cryptanalysis. We then described a procedure for calculating the truncated di�erential prob-
ability and (maximum average of) the di�erential probability of such ciphers. Using this
procedure, we computed and proved the security of Rijndael, E2 and the E20-like transfor-
mation against di�erential, truncated di�erential and impossible di�erential cryptanalyses
under the assumption of a random output-di�erential (Feistel) cipher. Our evaluation �nds
that Rijndael is the most secure, and the E20-like transformation with 2-layer PSN structure
is a little less secure. However, the linear transformation in E20-like transformations is lighter
than that of Rijndael and can be improved by slightly changing, so the overall speed may
be the highest (may be \not" the highest). Our results implies that SPN-structures (like
Rijndael, Serpent) and Feistel structures with S-boxes composed of 2-layer PSN-structures
(like E2-like transformation with 2-layer PSN-structures) have no disadvantage in terms of
security against di�erential and truncated di�erential cryptanalysis. We can similary evalu-
ate the security of Feistel structures with S-boxes composed of 2-layer SPN-structures (like
Two�sh [18]) against di�erential and truncated di�erential cryptanalysis, though we have
not evaluated Two�sh yet because Two�sh is not composed of just word-wise operations of
�xed size. However, Feistel structures with 2-layer SPN-structures can be proved to be secure
and have no disadvantage in terms of security against di�erential and truncated di�erential
cryptanalysis, if we select the proper linear transformations in their SPN-structures.
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